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Foreword

Context

The increase in renewable sources, the spreading of smart grids and the evolution of storage are
examples of the key elements enabling a rapid change to our electricity systems. This is dramatically inﬂuencing the applicability of sustainable environmental models and interconnections between
Countries, aﬀecting energy interdependency and the geopolitical balance. In this new scenario, the
security of our energy systems is no longer just about the availability of resources and continuity
of business but as much to do with the costs of energy and the developments in society.

As observed, cost reduction and service transformation have led to a massive introduction of digital
and distributed technologies. This is increasing the exposure of our energy systems to a variety
of threats, introduced by vulnerabilities that were previously never considered exploitable in the
industrial environment. These potential vulnerabilities are now treated as a primary target by the
intelligence and defense departments of most Countries.
The European Commission and the single State Members soon realized that the situation could be faced
only by enabling strong synergies between governments, enforcement authorities, utilities and the
energy systems providers, in order to maximize the eﬀorts dedicated to protecting infrastructures
and services, ranging from the regulation/legislation level to the technical implementation extents.

The EE-ISAC itself was founded after a European CIPS project and it is one of the ﬁrst examples
of multidisciplinary cooperation reached in Europe, with the unique mission to achieve resilience
through information sharing.

Nevertheless, there are other important challenges, which can determine the reliability of the
energy systems for the years ahead. One for sure is the diﬀusion of the so-called “security by
design solutions”, although they rely on security standards and frameworks with diﬀerent levels of
maturity and acknowledgment by the operators. Energy system providers must be motivated to
develop solutions, which integrate security features like, for example, encryption of communication
and Role Based Access Controls. While these are deﬁned extensively by international standards,
they are challenging to deploy in large-scale implementations.
Another important challenge is to embed progressively the paradigms of cyber security in the
Country regulations, something that is starting to happen this year with the introduction of GDPR
and the NIS Directive and that will likely be boosted by the next network code.

Besides this, one common key factor to all the security programs is the adoption of a “risk analysis”
driven approach. The threats, the conditions and potential consequences of risks aﬀecting the
energy sector and the safety of citizens, must be evaluated in the decisional processes, in order
to address organizational and technical security measures, during both the implementation and
monitoring stage.
For energy systems and especially electricity distribution, it is a requirement to operate in a nearreal time environment so that all evaluations and responses are inspired by a proactive mindset,
robust algorithms and accurate threat intelligence.

According to these needs, the EE-ISAC presents this white paper, developed by members who are
lead researchers selected from academia and the sector’s solution providers, giving an ultimate
overview of standards and methodologies and that can be taken as the cutting edge for experts
who are designing advanced threat identiﬁcation and analysis in their companies. The tools and
methods described here can oﬀer a useful vision to work towards and contribute to more eﬀective
management of risks for the energy sector.
Massimo Rocca (EE-ISAC Chair), May 2018
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Digitalized energy distribution systems must be able to adapt to
ﬂuctuating renewable generation, and innovations such as electrical
vehicles. This adaptation requires an increasing use of sophisticated
Information and Communication Technology (ICT) systems. But the
introduction of digital systems into the electricity distribution network
introduces several challenges for cyber security risk management. For
example, the threat and vulnerability landscape are changing rapidly
and unpredictably, as new threat sources and attackers emerge with
evermore complex and inventive ways of exploiting vulnerabilities.
Because the power grid is essential to other critical infrastructures, knowing the cyber security
risks is essential, and a structured cyber security risk management approach is needed that can
cope with the complexity and speciﬁc nature of digitalized power systems.

This whitepaper presents several challenges that are related to conducting cyber security risk
management for digitalized power systems. Along with these challenges, forward-looking solutions
for energy systems stakeholders (such as Distribution System Operators (DSOs)) are presented.
With support from the EE-ISAC, this whitepaper collates knowledge and experience from three
major EU-funded FP7 projects, called SPARKS, HyRiM and SEGRID. To structure the challenges that
are presented in the whitepaper, we align them with the risk management framework given in the
ISO ISO/IEC 27005:2011 Information Security Risk Management standard (ISO/IEC 27005). The
whitepaper is not intended to describe a comprehensive approach but focus on several pertinent
challenges that are relevant in this domain.

Risk Management Challenges
There are several challenges associated with cyber security risk management for digitalized energy
systems. The research projects that have contributed to this whitepaper have addressed several.

A major challenge is related to threat identiﬁcation and analysis. In the
cyber security community, it is generally appreciated that targeted
and sophisticated threats are being observed more frequently. These
threats implement several steps to achieve their goal, realizing a
so-called “kill chain”. This can involve traversing the IT and SCADA
systems of a digitalized energy system, before ultimately performing
an attack on ﬁeld devices, for example. This traversal is facilitated by
the increasing connectedness of energy systems, as part of a general
push toward IT-OT integration and a transition to the Smart Grid. In
this context, a major challenge for energy system stakeholders is to understand the paths that
an attacker might exploit through their increasingly interconnected infrastructure, to reach key
assets. Closely related to this problem is understanding the likelihood that a threat actor will target
a given utility. Shedding light on this issue involves analysing several factors, including a threat
actor’s capability. This is non-trivial, requiring speciﬁc guidance, and existing approaches to threat
actor analysis do not consider important factors, such as motivation and remuneration, which could
be critical for determining the likelihood of a threat occurring.
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Considering the other side of the risk equation – the consequences and
impact of cyber-attacks – there are several challenges that relate to
risk management for digitalized energy systems. It is well-understood
that electrical energy systems represent the key critical infrastructure
that our society depends on. Cyber-attacks to energy systems can,
therefore, have signiﬁcant societal impact, as was demonstrated in
the Ukraine in December 2015 and 2016. A major challenge that
energy sector stakeholders face is determining this impact when
evaluating risks. This societal impact stems from compromises to
security of energy supply, which could be caused by cyber-attacks. This risk is likely to increase and
diversify in the future, as threats aim to have operational and safety-related consequences. A major
challenge that energy utilities face is determining the potential operational consequences of these
attacks, e.g., with respect to security and quality of supply, and mapping these consequences to
organizational impact.
Finally, with an understanding of the threats and their impact, it is
important to deﬁne a risk treatment strategy that cost-eﬀectively
manages the risk. This is non-trivial, and risk treatment decisions
are often subjectively taken by a risk manager. This is problematic
because there are often many approaches to mitigating risks, which are
technical and non-technical in nature – in this context, understanding
the most eﬀective mitigation strategy in response to an increasingly
sophisticated threat is non-trivial. Moreover, guidance on the costeﬀectiveness of solutions is needed, for example, to justify and support
investment decisions, considering the complete lifecycle of security solutions from acquisition to
decommissioning.
In what follows, we brieﬂy summarize research-driven solutions to address these important challenges.

Threat Identification and Analysis
To perform threat identiﬁcation and analysis, typically two main activities are undertaken: (i) a
relatively detailed identiﬁcation of the attack paths that could be exploited by threat actors is
performed (this approach is advocated, for example, in the IEC 62443 standard); and (ii) an analysis
of the capabilities of threat actors is carried out.
A structured development of attack paths (or vectors) enables an
understanding of the interdependencies between diﬀerent attack
steps, as part of a multi-stage attack, and allows the identiﬁcation
of critical cyber security vulnerabilities. Typically, attack paths are
modelled using tree or more general graph structures, which are
derived using a model of the target system. A major challenge with
this approach is that the number of possible attack steps in the attack
graphs and the number of components in a model representing a utility
ICT infrastructure quickly becomes large; this is especially the case for large energy infrastructures
with an IoT component. Consequently, doing this work manually becomes an expensive and timeconsuming task. Instead, automated attack graph and model generation is attractive – to this end,
two solutions have been developed.

constitutes the ICT infrastructure. Also, the properties of such objects are described, such as how
well the various software components are patched, what data ﬂows are encrypted, how well ﬁrewalls
are managed, and what kind of authentication and access control mechanisms are employed. From
this model, the tool automatically generates (a myriad of) potential attack vectors through the
architecture and simulates how diﬃcult it is to succeed with them in terms of a distribution of the
expected time it would take an attacker to succeed with each respective attack step. In this way,
the tool is a “virtual penetration tester” (operating on a model, not the real technology), attempting
not only a single or a few attacks, but all the possible known attack vectors. By comparing diﬀerent
ICT infrastructure scenarios with various protection schemes it is possible to obtain actionable
decision support.
A second approach to automated attack graph generation is a model-based threat analysis. To
avoid the costly development of a new model, existing models of the ICT infrastructure that use
the Smart Grid Architecture Model (SGAM) Framework, which has been proposed by the European
Commission, are extended. This SGAM-Based Attack Graph Generation (SGAM-BrAGG) approach
involves enriching and formalizing the SGAM with additional cyber security relevant information,
to create an ontology. Using this ontology, power grid systems can be modelled and described
in a machine-readable, logical graph (e.g., using the Resource Description Framework (RDF)).
This graph can then be processed by a semantic reasoner to complement missing relations and
identify inconsistencies. Consequently, the generated model can be used to iteratively construct
dependency and attack graphs with appropriate queries (e.g., for components, functions and data).
Based on a threat actor analysis, the attack graphs can be further evaluated in terms of their
likelihood of occurrence.
The likelihood of a threat being carried out depends, in part, on the existence of at least one
plausible threat actor and threat source. Therefore, key threat sources and actors need to be
identiﬁed and assessed. These are individuals or groups that would see a gain in compromising the
assets of an energy utility, and are identiﬁed based on available threat assessment information,
e.g., from the EE-ISAC, ICS-CERT, or other bodies. For a threat to exist, there should be at least
one threat source and actor possessing the required potential to attack one or more vulnerabilities
of an asset. The main challenge is to analyse potential threat sources and threat actors, and the
likelihood of the success of an attack being launched.

Criminals
Mass Untargeted

Hacktivists

Criminal
Hackers

Competitors

Foreign
Nations

Disgruntled
Employees
Targets Individuals

The securiCAD threat modelling tool generates probabilistic attack graphs, given a model of an ICT
infrastructure architecture. In short, this means that the tool user creates a model that describes
entities such as what networks, computer hosts, services, data ﬂows, and user accounts that
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Threat Source name

Ex 1

Organised Crime
Group

Ex 2

Ex 3

Hacktivists

Unidentified Group

Description

Property

(and rationale)

The aim is to gain
financially from causing
outages
Libertarianism, antiestablishment ideology,
freedom of information
and anti-surveillance,
environmentalism and
anti-capitalism

Motivated to cause significant disruption of an entire
region in a coordinated
cyber-attack

Capability Motivation Threat Level

Source

Threat actors

(of information about threat source)

(employed)

C

4

3

Severe

Business Blackout report

Hackers

I

4

5

Critical

Business Blackout report

Hackers

A

4

4

Severe

Business Blackout report

Hackers

C

2

4

Low

Media

N/A

I

3

4

Moderate

Media

N/A

A

3

4

Moderate

Media

N/A
Group of Hackers
/ Programmers

C

3

3

Moderate

ICS-CERT
(attack on Ukranian DSOs)

I

5

5

Critical

ICS-CERT
(attack on Ukranian DSOs)

Group of Hackers
/ Programmers

A

5

5

Critical

ICS-CERT
(attack on Ukranian DSOs)

Group of Hackers
/ Programmers

The ETSI Threat Vulnerability and Risk Analysis (TVRA) standard, ETSI TS 102 165-1, provides a
practical approach for estimating an attack’s likelihood. It consists of a) assessing the required attack
potential, and b) assessing threat actor’s capability and motivation of the expected threat actors.
Identifying the attack potential, which is based on the Common criteria Evaluation Methodology (CEM),
involves determining the weighted sum of ﬁve factors: the time, expertise, knowledge, opportunity,
and equipment required to successfully mount an attack. The attack potential rating is then mapped
to a vulnerability rating of between Basic to Beyond High, based on the numerical value of the attack
potential. The vulnerability rating is an indication of the eﬀort required to perform the attack.
Attack Potential
Time
Expertise
Knowledge
Opportunity
Equipment
Σ

Attack Scenario

4
6
3
4
3
20

Likelihood of attack

Property Capability Motivation Threat Level

Threat source /
Threat actor

C
I
A

4
4
4

3
5
4

Likehood of Attack
Vulnerability Rating
Basic
Enhanced Basic
Moderate
High
Beyond High
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Vulnerability rating

Moderate
Critical
Severe

Threat Level

Threat Level
Negligible

Low

Moderate

Severe

Critical

Possible
Unlikely
Very Unlikely
Very Unlikely
Very Unlikely

Likely
Possible
Unlikely
Very Unlikely
Very Unlikely

Very Likely
Likely
Possible
Unlikely
Very Unlikely

Very Likely
Very Likely
Likely
Possible
Unlikely

Very Likely
Very Likely
Very Likely
Likely
Possible

Not all threat agents will be able to launch an attack with a determined level of vulnerability rating,
due to a lack of time, expertise or resources, for instance. For a threat to exist, there should be
at least one threat actor possessing the required attack potential. In the threat actor analysis, for
each of the threat actors, a Threat Level is obtained. The Threat Level is a function of threat source
capability and threat source motivation. The Threat Level is combined with the Vulnerability Rating
to obtain the likelihood estimation, as depicted in the ﬁgure.
Collectively, these tools and analysis methods aim to reduce the time and eﬀort required to perform
an accurate threat identiﬁcation and analysis activity, in the context of increasingly complex and
rapidly changing utility ICT networks and threat actor capabilities.

Consequence Identification and Analysis
There is a trend for threats to target the operational systems of energy utilities, with the aim
of causing power systems and safety-related consequences. As part of a cyber security risk
management programme, energy utilities need to understand their risk to this form of threat – an
important part of this is determining the consequences of such attacks.

A credible threat scenario relates to attackers
Overvoltage
manipulating ﬁeld devices, such as inverters or
electric vehicle charging stations, that have a remote
management interface. The compromise of these
devices could have power quality consequences,
which are not apparent without conducting some
tool-supported analysis. An approach to analysing
these consequences is to make use of a cosimulation environment, whereby both the ICT and
power systems infrastructure of an energy utility
are modelled using simulation tools that are coupled
with a middleware “glue”. The intention is to model
a cyber-attack scenario in the ICT simulation, which
results in the malicious control of ﬁeld devices that
have an eﬀect in the power systems domain. To this
end, a co-simulation environment has been developed
that can be used to analyse the consequences of cyber-attacks to ﬁeld devices in medium and
low-voltage distribution networks. The simulation environment couples the OMNeT++ computer
network simulator with the PowerFactory power systems simulator.
230V +/- 5%

Threat
Actor ID

As a demonstrator example, using this co-simulation environment, an analysis has been performed
to examine the eﬀect an attacker could have on power quality, if they are able to manipulate key
voltage control devices in a low-voltage distribution network, such as an On-Load Tap Changer
(OLTC) and photovoltaic inverters.

As an example of the type of results that can be generated by the environment, the ﬁgure (see
above) shows how an attacker, by manipulating an OLTC and the reactive power conﬁguration of
photovoltaic inverters, can cause over voltage situations in a low-voltage network (i.e., voltages
that are greater than 230V plus 5%). Similar results can be obtained by an attacker that aims
to induce under voltage. In both cases, customer equipment could be damaged. Using the cosimulation tool, an energy utility can understand the consequences of these forms of attack to
their infrastructure, allowing them to understand the potential organizational and societal impact.
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As the key critical infrastructure in our modern society, it is important to understand the societal
consequences that a cyber-attack can have. To this end, a practical approach to estimate the
societal impact for a threat scenario, is by means of a Societal Impact Magnitude (SIM) score – a
logarithmic measure for indicating the societal impact of a power outage. The logarithmic scale has
been selected to create a resemblance with the well-known Richter scale for earthquakes, to give
an intuitive feeling for the scale of the societal impact.
The SIM is calculated based on the duration of the power outage and number of people aﬀected:
𝑆𝐼𝑀 = 𝐿𝑜𝑔10(𝐴𝑝𝑒𝑜𝑝𝑙𝑒∗𝐴𝑙𝑒𝑛𝑔𝑡ℎ) = 𝐿𝑜𝑔10(𝐴𝑝𝑒𝑜𝑝𝑙𝑒) + 𝐿𝑜𝑔10(𝐴𝑙𝑒𝑛𝑔𝑡ℎ)
whereby

𝐴𝑙𝑒𝑛𝑔𝑡ℎ = 𝐴𝑣𝑒𝑟𝑎𝑔𝑒 𝐷𝑖𝑠𝑡𝑢𝑟𝑏𝑎𝑛𝑐𝑒 𝐿𝑒𝑛𝑔𝑡ℎ (𝑖𝑛 𝑠𝑒𝑐𝑜𝑛𝑑𝑠)
𝐴𝑝𝑒𝑜𝑝𝑙𝑒 = 𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑖𝑚𝑝𝑎𝑐𝑡𝑒𝑑 𝑝𝑒𝑜𝑝𝑙𝑒 /1000

Risk Treatment and Mitigation
After threats have been identiﬁed and their potential consequences analysed, it is important to
deﬁne a strategy for dealing with the resulting risks. In general, there are four common strategies
for this task:
Avoid: a straight-forward way to counter risks
is to avoid the usage of certain assets, which
have speciﬁc vulnerabilities. Although this
sounds easy in theory, in practice it is not that
simple because some assets are speciﬁcally
required in the power grid system.
Transfer: a second strategy is to transfer
the risk to another entity, e.g., an insurance
company, which will cover for the potential
damage caused by a speciﬁc threat.

AVOID
MITIGATE

RISK
MANAGEMENT
STRATEGIES

TRANSFER
ACCEPT

Mitigate: the most common step is to mitigate the most important risks, i.e., either to reduce the
likelihood for a speciﬁc incident or to reduce the potential consequences the incident might cause.

Accept: ﬁnally, not all risks can be treated, and some residual risk must be accepted. In this context,
it is important that this is an explicit step and all relevant parties in an organisation are aware of
the accepted risks.

Although all four strategies are equally important, we will take a closer look at risk mitigation. A
general procedure for risk mitigation is to improve existing controls or to add new controls to tackle
existing vulnerabilities more eﬃciently. This includes technical controls like updating or patching
software, installing new security hardware or redundant systems, but also organisational and social
measures like raising awareness among employees and training them to be prepared for social
engineering attacks. In most classical risk mitigation approaches, the decision about which of these
controls to implement is often a subjective one that is carried out by the risk manager.

In a risk assessment, this formulation can be used to give an indication of the potential societal
impact of a threat scenario, by assessing the number of people aﬀected by the power outage and
the duration. These values can be determined, for example, using the co-simulation capability,
described earlier. Energy utilities can use this as an additional indicator for the consequence of a
threat scenario next to more internally oriented consequences, such as ﬁnancial and operational
impact. In addition, the SIM can be used to determine the severity of a power outage at multiple
energy utilities simultaneously, and as an indicator to rank actual power outages. An example of
the kinds of results that can be derived from using the SIM measure are shown in the ﬁgure above,
wherein the cyber-attacks to energy systems that took place in the Ukraine in 2015 and 2016 are
assigned a value of six on the SIM scale.
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A more formal way to tackle this problem is
to use a mathematical framework to support
decision making, i.e., optimal control. An
approach based on game theory has been
developed, which allows identiﬁcation of the
optimal combination out of a set of available
controls to reduce the maximum damage that
can be caused to a minimum. Game theory
is an ideal candidate to model the competing
interplay between an adversary attacking
the power grid architecture and the security
oﬃcer defending the system. Additionally, the
approach does not take one speciﬁc type of adversary into account but integrates the uncertainty
about the adversary’s intention and incentives into the game, thus assessing the worst-case damage.
In more detail, the game-theoretic framework evaluates the potential attack vectors coming from
the threat identiﬁcation, i.e., the “attack strategies”, and the set of countermeasures the security
oﬃcer can implement, i.e., the “defence strategies”. The outcome is threefold, consisting of
the optimal attack strategy for the adversary (i.e., indicating the most vulnerable assets in the
infrastructure), the optimal defence strategy and the maximum damage that can be caused by the
adversary, given the fact that both attacker and defender are using their optimal strategies.
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In this way, the game-theoretic framework provides decision support for the organisation’s
risk manager or security oﬃcer regarding which mitigation actions to implement. The sound
mathematical basis of this approach represents one of the main advantages over standard risk
mitigation frameworks.
Another important aspect for implementing mitigating security solutions is the cost of these
security solutions compared to their eﬀectiveness. To examine these factors, a cost assessment
methodology that enables insight in costs for security solutions in power grids has been developed
(see the ﬁgure below). The methodology involves investigating all the costs that are made by a
party that plans to invest in a security solution (‘the investor’) to acquire, install, use, maintain and
de-commission the security solution during its lifecycle. The investor can then weigh these costs
against the expected beneﬁts of the security solution, i.e. the expected reduction of risk.

Cost
Assessment
Planning

Security
Solution
Definition

Data Collection
and
Modelling

Cost
Analysis

Reporting

Conclusion
In this whitepaper, several contemporary challenges for cyber security risk management for
digitalized energy systems have been discussed. These challenges largely stem from the increasingly
sophisticated nature of the cyber security threat, and the scale and complexity of digital energy
systems. Solutions that have been developed in three major European projects have been presented
that aim to address these challenges. In general, these solutions support energy utilities by reducing
the eﬀort required to assess risk, e.g., through tools support, reducing subjective bias in the
assessment and mitigation process, and ultimately making the task of risk management for utilities
in this context more time eﬃcient, accurate and cost eﬀective. Solutions, such as those presented
herein, will play an increasingly important role as energy utilities aim to fulﬁl the obligations that are
deﬁned in the European NIS Directive and GDPR.
Further details can be found by exploring the suggested reading below and by reaching out to the
persons named in the contact information. The EE-ISAC explores the comprehensive expertise and
skillset of its members to provide knowledge, guidelines and best practices to the community on
diﬀerent relevant topics for the protection and resilience of the European energy supply chain.
Members can continuously contribute and beneﬁt from research, reports and webinars focused on
the most essential topics.

Further Reading
The methodology has proved to be useful for performing security solution cost assessments. But a
Proof of Concept showed that performing such a cost assessment is not straightforward and that
the bandwidth of cost estimates is substantial, especially when estimating costs of new, innovative
solutions that have not yet been ﬁelded and commercialised, and for which the appropriate business
models are not yet clear. However, the value of a cost assessment does not lie in the numerical
outcome. The real value is in fully thinking through the security solution: its elements – what is
included and what is not – how should the solution be implemented, and what – and who – is needed
for it to work and keep working. A cost assessment clariﬁes what these unknown or uncertain
factors are. These factors need to be clariﬁed and resolved as much as possible, otherwise the
decision to invest may not be justiﬁed. However, it should be clear that the trade-oﬀ between cost
and risk reduction cannot be reﬂected in a single number. Ultimately, it is the investing organisation
that needs to decide what a certain degree of risk reduction is worth.
This cost assessment approach could be integrated into the game-theoretical approach for risk
mitigation strategy selection, thus providing a comprehensive solution that involves both cost
assessment and eﬀectiveness of security solutions. Furthermore, the methodology can also provide
the priorities to consider when implementing the mitigation measures, thus acting as a guideline to
prepare a remediation plan
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